
Portnox CLEAR is the only cloud-native network access control (NAC) solution that 
unifies essential network and endpoint security capabilities: device discovery, network 
authentication, access control, network hardware administration, risk mitigation and 
compliance enforcement.

As a cloud service, Portnox CLEAR eliminates the need  for on-going maintenance such as 
upgrades and patches and requires no on-site appliances. As such,  the platform can be easily 
deployed, scaled and managed by lean, resource-constrained IT teams across any corporate 
network — no matter how complex.

Portnox CLEAR Cloud-Native NAC-as-a-Service

Gain real-time visibility of endpoints trying to connect to your 
network, plus additional context such as their location, device 
type, and requested access layer for authentication. This 
applies to managed company devices, BYOD and IoT/OT alike, no 
matter if they’re authenticating via wired ports, WiFi or VPN.

See & understand

Define and enforce unique access control policies based on 
roles, locations, device types and more across your various 
network access layers. Additionally, leverage Portnox CLEAR’s 
powerful risk assessment policy configuration capabilities to 
continually monitor the risk posture of connected devices —  
including managed and BYOD — enabling your network 
administrators to understand the true security posture of the 
network at any point in time.

Control & monitor

Quarantine vulnerable, non-compliant devices and return 
them to a healthy, compliant state automatically by setting 
unique endpoint remediation policies in accordance with your 
compliance  requirements. Portnox CLEAR’s compliance 
enforcement capabilities can help your organization adhere to 
industry-specific regulatory and compliance standards such  
as HIPAA, GLBA, PCI DSS, GDPR and beyond.

Remain compliant

Architecture

Cloud-native
Azure-hosted
No upgrades
No patches
No appliances
Vendor agnostic

Authentication

802.1X
Directories
Certificates
PKI services
MAC bypass
Account lifecycle
synchronization

Access Control

Role-based
Location-based
Segmentation
Guest access
Remote access
Terminal access

Risk Mitigation

Quarantining
Risk scoring
Firewall checks
Antivirus checks
Application checks
USB checks

...and more

Compliance

Firewall stop/start
Antivirus stop/start
Device remediation
Policy enforcement

...and more

Integrations

Azure AD
Okta
Google Workspace
SIEM
EDR
Open LDAP
RESTful API

Key features:
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Operational Financial Strategic

Save time by eliminating on-going 
systems maintenance, freeing 
your team for other IT projects.

Help stretch your bottom line 
even further by removing the 
need for professional services.

Kickstart your cloud program with 
a solution that easily meshes with 
your other SaaS tools.

Portnox CLEAR delivers value

Don’t take it from us
“Portnox’s powerful, yet easy-to-use cloud-native NAC solution 
delivers essential access control and endpoint security functionality. 
It was a breeze to deploy in contrast to legacy systems.”

— Marcelo Lew, Information Security Manager, University of Denver

“We set up our account and set a meeting to assess where we were 
and what we needed to do. Well, my systems admin basically got 
everything configured in a few days on his own.”

— Chris Becker, National IT Director, AbsoluteCare

“We examined a number of products and decided to go with Portnox 
CLEAR because of its ease-of-deployment. We were set up within 
half an hour, which exceeded expectations.”

— Daniel Blackman, Head of IT, McLaren Construction
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CORPORATE
NETWORK(S)

Devices Requesting 
Network Access

Device Types:
Managed

BYOD
IoT/OT

Operating Systems:
Managed

BYOD
IoT/OT

Active Directory
integrations

Via Portnox  AgentP 
or integration with

Portnox Supports:

(Agentless or Agent-Based)
(On- or Off-Campus)

Access Layers

Wired
Wireless

VPN

Access Request Allow, Deny, QuarantineCloud RADIUS

DEVICE
AUTHENTICATION

DEVICE
AWARE

DEVICE RISK
MONITORING

DEVICE
REMEDIATION

Trial Portnox Clear Free For 30 Days
Visit clear.portnox.com/signup-for-clear to get started.

How it works:
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About Portnox

Portnox offers cloud-native network and endpoint security essentials that enable agile, resource-
constrained IT teams to proactively address today’s most pressing security challenges: the rapid 
expansion of enterprise networks, the proliferation of connected device types, and the increased 
sophistication of cyberattacks. Hundreds of companies have leveraged Portnox’s award-winning 
security products to enforce powerful network access, endpoint risk monitoring and remediation 
policies to strengthen their organizational security posture. By eliminating the need for any on-
premises footprint common among traditional information security systems, Portnox allows 
companies — no matter their size, geo-distribution, or networking architecture — to deploy, scale, 
enforce and maintain these security policies with unprecedented ease.
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