




What it Really Takes to Achieve a Zero Trust Security Posture 

As the cost and frequency of data breaches continue to rise, zero trust has become a priority on the top of every organization's 

must-do list. In fact, most organizations plan to enable zero trust within the next six months if they haven't already 1. But with so 

many zero trust products and strategies on the market, how do you cut through the noise and Get to the core of Zero Trust's 

principies. Let's get into it. 

A Brief History of Zero Trust 

Befare we can dive into the granular details of zero trust in the modern world, we first need to have a salid understanding of what 

zero trust is and how it carne to be. 

Zero trust is a strategic approach to cybersecurity based on the principie of 

maintaining strict access controls and not trusting anyone by default, even 

those already inside the network perimeter. 

The Timeline of Zero Trust 
Pre-2004: Cracks begin showing in perimeter-based security 

At this time, perimeter-based security was the dominant approach to network defense and had been far decades. Traditional 

perimeter-based security encloses and monitors a network behind an established perimeter that only authorized users and 

traffic can access and leave. 

However, with cloud services emerging, many network engineers were starting to realize it was no longer safe to assume that 

organizational data is secure simply because a user's profile is verified. The idea that a trusted interna! perimeter puts the 

company at risk if that perimeter is compromised ar an insider turns hostile was starting to take hold. 

1https:l /www.zerotrustedge.com/wp-contentluploods/2021/09/2021-Zero-Trust-Morket-0ynomics-Survey-Results-9_ /0_2021. 4-WS-1.pdf 03 

https://www.zerotrustedge.com/wp-content/uploads/2021/09/2021-Zero-Trust-Market-Dynamics-Survey-Results-9_10_2021.4-WS-1.pdf




https://www.microsoft.com/en-us/security/blog/2021/07/28/zero-trust-adoption-report-how-does-your-organization-compare/
https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
https://www.cisa.gov/zero-trust-maturity-model


https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf


https://www.globenewswire.com/en/news-release/2018/08/01/1545340/0/en/Most-Organizations-Risk-Breaches-Due-to-Gap-Between-Identity-and-Cybersecurity-Silos.html
https://www.commsbusiness.co.uk/content/news/siloed-cybersecurity-needs-new-approach-says-trellix


https://www.google.com/search?client=safari&rls=en&q=the+average+organization+uses+around+110+SaaS+applications,+up+from+a+measly+eight+in+2015.&ie=UTF-8&oe=UTF-8
https://aag-it.com/how-often-do-cyber-attacks-occur/
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https://www.zipitwireless.com/blog/future-of-iot-what-to-expect-in-the-next-5-years
https://blogs.infoblox.com/security/what-is-shadow-iot-how-it-teams-can-defend-their-networks/



